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Vn - Voter's Number 

Eid - Election Identifications 

Vp Ai -Voter's Password for 
Administrator i 
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configuration, Administration
signing keys and election 
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 @�"I �� �A��w ��
�3�. �� �� �3 �����! @�I �� � �"#0
 !3�! F��r @�I �A��w �0 F2� Q�� ,��/
 .���w� y�\#� 3! �5`�
 Q�� 3�!3�"w�� F"�	�� s� vs�!�". �� &s�2

F2� .��(�0 �A��w ��
�3�. �
#�� �\�! F2� &!�3� ��
�3�. s� �( .��"�w� � vs�!�. �Q�����#� &s�"2 "2 /"�� ��� �"(
!�� ����w .f
(��. 3! ���( Q�� s� �
 �!�$�2� &3�\�/
3 &�� !��)digest(.
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^"$"4�7 ��� ��7ZA_ '���>��»v� (� (� �=«

Q�� 3!>�?w�
!�0 �3��� f�� !3��
 �� ���(:
●q��3�\�� Q��
� ��"�e�. 3��"�� ��"� �!�$�"2� &3�\�/
3 &�� � �!�"� 3! Q"��
f
(��.F2� ��� �!�$�2� &3�\�/
3 q��3�\�� �2 s� :
"q��3�\�� »&� J� 3T«g&3�i"l/
3 � �"$�
��j � �$�
 &����
� @��#0 � ����( &��� 

���23� �(�H1I� �����
"q��3�\�� »J! fG��(«h�(�H1I� ���� &3�il/
3 &��� �
"q��3�\�� »&� ©� J�«k�_1w ���( �� ����
 ��W2��
 �	� &��� s�2.
●Q
� 3���� ��I�W(3�F2�.3! ��I�W(3� �	� »&� 3TJ� &�«Q
� ��� s� m�!�$�2�

�� ��3��2 �	� � �!�0 �
 ���2�#� �
�	H ��50 �5�2� ����.
●���3��2 �
�	(�����3 ���s��3! ���$� f��]��j �2���� �1	b f��'
 3! �I�W(3� &����.
●�� �
�#	l �� � ��� Q�	�( F]! �
 f	H ��23! ���	�.
●!3�
 &����
� !��O( 2� ����� s��� �� Ft>n/2.
●&d3 �
 ��#�! !3�
 ��H1I� ����( 3! �3 !�"w �"}� y�"2 � y�! f"b��
 f"
(��. 
&d3 ���w� �5�2� �� 3! &��l ���w� Q
� &s�20�#.

●�
 �0 F2� �������� �	(�w 3! �+#( ���� ���	� �U�#
 �3 �_�?w ��50 ����(.
●:[�:&d3 �	� ���� ����( ����(BQ�� ���s �H�� 3�0 �"6��� 3! � �����
 &����
� Q��3 Q�� s� 

@�P�� &d3 �
!!�l .�l� &d3 ��"��� ��"U� c�"�5
 �3T ���"+� v3�	"� 3! !�"� &d3 ��"#�!
�
 Si"b s� ���"�!�l X�Y ���3�	� {2�( �0 �����3! &�3T F2�+� @��#0 Q	V ����(&d3 

!�� �5P
 !�w .Sib &d3 
 3���� ���3�	� Q��#Y s� �!�$�2� y�\#� 3! f
U F"2� �(B��"Y
�0 ���� &d3 ���3�	� �	� �(�H1I� ��\��. s� !!�l Sib �� .�6�T s����"� ���"�
� �"0 ���"	�

____________________________________________________________________ 
1. RSA Algorithm 
2. Triple-DES 
3. SHA Algorithm 

4.:Secure Socket Layer (SSL)  �"� � 3��"2 N� �� Q���
 Q
� �I�W(3� Q�
�( &��� !3�����2� &3��#� ��
 F2� F���#�� �l3��
 .� ��W(3� Q���
 F}���
 ��� @���!3 ��H1I� �
�	( s� Q
 �� @�'��� Q�b 3! �( �#0 �3�_

F2! � ���
��
 ���	� �]�� �!3���.
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�
 �U�#
 �3T ���� �0 F2� Q
	
��j �!&d3 �"��� ��"��! !�"A� ���+� F��� 3! �W�O
�� .
Q�����#���W#A �l-�� M5��
 &��»F]!«F2� ��� c��� f
(��. Q�� 3! .

●'-��7��:�� &d3 �"
 �"+#( ��"������ �"� 3! ��#�! �"� �"���( 3�"�&d3 �"�! B��"�s t>n/2 
)3d&�	� ��#�! � �W�O
 &��
� �! ����(�!3�T F2!(.�	� &d3 �
 ��l�#�! �
�!�
 �#���( �0t

y�#	l �� � ���
 ���3�! 3��b ��##0&d3 �#�! 4. ��
 Q�	�( /�� �2��

! !!�l.
●'	����c�:�� �A�( �� v�3 ,�. &3�il/
3 &�� ��$l�Q�	"�( �\��"
��
 @�� ,"�� 
�
 ��!.f
(��. s� &3���� ���U
 �y�! ,�� �
� &�"� &d3 f"�	
( s�"#� �&�"�l ��"U�

BF2���Y �0&d3 �
 ��#�! ������� �#�/l ����( !s�2 3�
�T �3 v�.
●��;<� :�Z��[:�� &d3 �
 ��#�! f_�b ��#�	I� ����(0�0 �#�d3 #� 3! ,v3�	"� y�\

 F2� ��� ����l �}�3! �3T .�"� ���"��6�! &�"�
� ����"U
 �"� Q�#e	� ���"	�&d3 3!
�
 Q`	P
 ���� �U�#
 F2�+� ���W�O
 /�� �3T ���2 �0 !��.

●-��-� :�Z��[':�
�!�
 q���2 !3�
 &��3��2 f]��b �0 �
 3�0 @�b 3! s��� �#"����
J��2! f��]F2� .s� F2� �3�WH f]��b Q����s�( 3��2 �� ����O( ��##0t�� ����
 
y�#	l R�s ��##0 /���3�	� .

»J� &� &� 3T«q���2 �� &d3 �"
 �0 F2� �#	(3�] �
�����
�� &��l 3! �"���(
{��
 �Pw�. &���#��
 !��l 3��] �!�$�2� !3�
 F���#�� .�#�W
 q���2 Q�� &����
� ��

�l-�� �
�	( � �!�� �$�
 q���2 �� &��d3&F2�3�! �3 N�5P
 &��l.
q���2 �\�! q+
 �?�U
»J� &� &� 3T«����O( ~�� s� �!�� f'��
 F2�� 4". �

�
 !�"�l 3��] �!�$�2� !3�
 M5��
 �������� 3! ����( .�"� ��"������ &��"� q�"��2 Q"��
 �b��I �3/� J��'
��� F2� .»J� &� &� 3T«�!��. ���A {��
 3! &��� � ��� &s�2

� &��l�5A�
 ��l�5l !�6�� s��3��2 3��
( s� ���(g!�0 �!�$�2� .

."4�7 ���»PZ-«�

Q�� 3!F	�] q�"��2 �� ���O
 �� &d3 ��"������ &��"� Q`"	P
 �"
�����
�� &�"�l
____________________________________________________________________ 
1. Replication 
2. Secure Electoral Electronic System (SELES) 
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�
 {2��
 J��'
 �� {w�� q�s�!�. .y�"� �"� Q"
� �I�"W(3� f"
(��. �"� s� q���2 Q��
»/52«�!�$�2� �
�0 �#0� ^5'( ���
 d3&�
 !���� �3���#Y ��! !!�"l.f"
(��.»/5"2«

Q�� 4���$#0 Q�	U� 3! y�"5H �"55	�� �"����3 ¤�3�"( s� �"0 =D*8E�W
��G"2 =EEC 3! 
3�/l�� ��/

���s3!�3 �
������� {2�( g��!�l ���3� ������G2� .

»/52«q���2 &��!3�����2� �
�	( &��b s� ��#"2 &�"� ��"2��

! �F"]! �"5	A
 ��\��
��
 &3��"
( &�3T MU0 F�5��] � ����!3 F�5��] �S�PO�� F�5��] �!��3�0 F��+2

F2� .�"���l 3��] ,��
sT !3�
 Q\	��� � ��� ��s�( F���#�� �
W� �� 3! q���2 Q��
 ���\���� f
�� �&3�0 &�������3 &�� � �$�0 �����3 &�� �"W�A hF"2� ��"I�W(3� s� �"0 

���� �� � q�2�� �!�0 �!�$�2� q�2 ���.

!"."4�7 ��� �h��� 

F"2� �"5b�
 �2 f
�� f
(��. Q�� :F"��� ��"2�#�&d3 �3T v3�	"� � &�"�l .Q"�� 3!
 F2� �}��
 F�!�A�
 3�+Y Q�� f
�O( f
(��.:&d3 F��� 3��2 ���#�! 3��"2 ��"2�#� 

&d3 �3T v3�	""� 3��""2 � &�""�l .f""
(��. Q""�� 3! �!�$�""2� !3�""
 &3�""\�/
3 &�""�3�/��
�3�WH �s� ��:����l ���
s ��U� � �$�
 &����
� ������6�! �
�� .�"� q"�1H �"���l 3�"0

 f
(��. Q�� M�_�( &��� ��� q��3�WH �s� ��:
V:&d3 ��#�!�

AS :F��� 3��2 �2�#��
VS :3��2&d3 &��l�

TCS :v3�	� 3��2��3T 
t:���
s ��U��
q:��
�3�.DSA �2159<q< 2160�

:L�5_�� 3! 0≤L≤8� !3�! 3��] p�5_�� 3! 2 511+64L <p<2 512 64L���
 F2! ��T�

____________________________________________________________________ 
1. Francisco Rodrez 

2.:Personal Digital Assistant (PDA) �W2 �Y�0 �����3 y�6�� &��� �0 ��s� �q��'( �#��
 �?�� ���5	H 
� F��!!�� �Y���! ...F2� ��� �b��I.
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g:���
 Z*
p�

a:�_�?w ��50DSA���&3�I �01≤a≤q-1�
α:g(p-1)/q mod p�
y:α a mod p�

cert:����l �� �0 �����6�! �
�� F�b1_ !�� �5�2� !�
 �!�! 3� !��.
{e x,d x}, nx��H1I���3�0 &��� ��50 xF2� ���&3�"I �"0= p1 * p2nx�"0 

p1 �p2 � �!�� @�� �3/� !�H �! e x * d x mod φ(n x) =1 . �"
�!� 3!��"2 �"5b�
 
�
 3��] �23�� !3�
 f
(��. Q�� !��l.

!"!"."4:�5) '-�6� 

F��� F2� �5b�
 �2 f
�� �2�#�:
7.&d3 �$�
 f
�H �! ��#�!b1�b2��!�?( !�H �! �k1�a�
 N����� �3 �#0 .

�\�! &����
�3�. � !��H� Q�� s� �!�$�2� �����!�'
 z2�z1�y�
 ����( ��s f
� �� !��:
y= α a mod p 
z1 =[(α a mod p). (b 1eAS)] mod nAS 
z2 =[(α k1 mod p). (b 2

eAS)] mod nAS 
4G2&d3 F��� 3��2 �� ���2�#� &��� �3 ��s ��H1I� ��#�! �
 �2�#� ��#�2�:

{V, AS, Cert V, t, z1, z2, [(z1 ll z2 ll t)dVmod nV]} 
 

=.&�"�
� F�"_ 3��2 Q��&d3 ��"#�!��"#O� [(z1 ll z2 ll t)dVmod nV]�"� �3
 3! �0 �
�	H ��50CertV�"
 �"���'
 !3�! 3��] �"#0 .�"��� �"W�O
 �"�
� �"l��3��"2 

F��� �2�#���!�?( !�H k2N����� �3 �!�0�T �! �3 �"� �!�! ��\��. �� 3�"0 ���"#H
 �
 ���w� ���2�#� ��	��.Q�����#��3��'
 k2��"?�#
 !�� �� &��� ���� ��"��� !�"� .3!

F��� 3��2 �O� �5b�
 �
 !�6�� �3 ��s ��!�'
 �2�#� �#0:
z3 = (k2 ll t)eV mod nV
z4 = (z1×AS)dAS mod nAS = [(αa mod p)×AS] d

AS b1 mod nAS 

z5 = (z2×(αk2 mod p)×AS)
d
AS  mod nAS 

= [(αk1 mod p) × (αk2mod p)×AS] d
AS b2 mod nAS 

z6 = (z2×(αk2mod p)×AS)
d
AS  mod nAS 
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3! F��+��F��� 3��2 �3 ¤2�. y���. �2�#�&���&d3 �
 ��#�! ��"2�� .�"� �"A�(
����!�'
 �0 F2� &3��V ��
� Qz4�z5�z6�
�"	H ��50 {2�( ���l��A &d3 ��"#�!

�
 /
3 ���� .Q�� �� ��1H����
s ��U� �� t�
 ���V� y���. �� !!�l��"0 f"��! Q�� �� 
�	� a�� 3��'
 �2 �� �#���( q� �3�_ �#�T3! /
3 �� ��
s.

8.&d3 ��"#�!z3� �!�"0 ���"Ul/
3 �3 k2�"� �3 �"
 F"2! !3�T .Q"�� �"� ��1"H�
&d3 �
 ��#�! ����(z4�z5�z6����( !�H s� �!�$�2� �� �3 dv�"��	� ���Ul/
3 .4G"2

 ��!�'
 � ��� ����!�� �$�
 &��3��0��s1�s2�s3�
 ����( !��.

s1 = z4 × b1
-1 = [(αa mod p)×AS]

d
AS  mod nAS 

s2 = z5 × b2
-1 = [(αk1mod p)×(αk2 mod p)×AS]

d
AS  mod nAS 

s3 = z6 × b2
-2 = [(α2k1mod p)×(αk2 mod p)×AS]

d
AS  mod nAS 

$"!"."4(/� (��0 

&d3 �5b�
 �2 f
�� &��lF2�:
7.3!�5b�
&d3 �&�"�l&d3 �"��O( ��"#�!m&�"�
� q��3�"\�� s� �!�$�"2� �"� �3 

� �����6�! x1, x2�� ��#H�
 ��
� �_�?w ��50 ��#0.&d3 �
 ��#�! ��!�"'
 Q�� ����(
 �#0 ����( �3B�1W] �� ���s k2F2� �!�0 ���Ul/
3 �3 .���� �A�( F"��! 3! �"�
� �! �"0 

R�s &��(r1, s4), (r2, s5)!3�! !�A� .���3�WH �\�!����"�
� F��� ,�� ��"#O� r1�
r2�
 � ��s v�3 s� �#���(��#�T F2!:

x1= k1+k2
x2 = 2k1+k2
r1 = (αx1 mod p) mod q 
r2 = (αx2 mod p) mod q 

 

�0 ��
� y�! ,��s5�s4�
 ���
�� !���s�x��I� ��s ��W2��
��
 F2! ��T:
qam rxs mod)( 1

1

14 += −

qam rxs mod)( 2

1

25 += −

��!�'
 F2� ys� �Q�� �� ��1HL1 , L2  ���	� �W2��
 �3:
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L1=[((αk1 mod p) mod nAS) × ((αk2 mod p) mod nAS)] mod nAS 
L2=[((αk1 mod p) 2 mod nAS) × ((αk2 mod p) mod nAS)] mod nAS 

3��'
 �! �O� �5b�
 3!pr1, pr2  s�x��I�
 �W2��
 ��s v�3 !!�l :
pr1=[(r1×nAS)+(l1×q)] mod(nAS. q) 
pr2=[(r2×nAS)+(l2×q)] mod(nAS. q) 

 

3! F��+�����O( &d3 ���
 !�6�� ��s f
� !��:
Ticket = {s1, s2, s3, s4, s5, y, pr1, pr2, m} 

 

=.&d3 Q�� ��#�! &d3 3��2 �� �3 &d3 �
 &��l ��2�� .3��"2 Q�� �#". ~�"	6
3! 
( �3 ��
���
 3�W�H� ��� �#0.( ��!�O
 �2��� 3�W�H� ��� F2� ��s f
�:

(AS×y) mod nAS = s1
e
AS mod nAS 

(AS×pr1. q−1mod nAS = s2
eASmod nAS  

(AS×pr2 . q−1mod nAS = s3
eASmod nAS 

�����6�! &����
� ����( &����
 �!�$�2� ��s ���3 s� !��:
DSAverifier(r, s) 
{
w = s−1mod q 
u1 = w. m mod q 
 u2 = r. w mod q  
v = (αu1yu2mod p) mod q 
 return v 
}

��
� F�_ 4G2 &��s1, s2 �
 @��#0 ��s ��!�O
 �� !��:
r1 = DSAverifier (r1, s4)
r2 = DSAverifier (r2, s5)

8.�� �l��#. �� ��
� ( ��23!�3��"2 �!�"� ���&d3 ��"� �!��"2�� �"��O( &�"�l
{2�(&d3 �� �3 ��#�! �� ���#H&d3 �
 ���w� �W�O
 �#0.

��
 y�	(� s� 4. &d3 3��2 �&��l &d3 ��l ���O( �	� &s� �3 �"W�O
 ����"�3! &��
�
W� x��I �
 v3�	� 3��2 �� �I�W(3� &�� ��2��.
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."!"."4
Zh��@��A� ��= 

���O( v3�	� 3��2 &��3��"2 s� �3 �W�O
 &��&d3 �!�"0 F"���3! &�"�l��"��O( &�"�
 |��U( �3 ���
��
��! �� �+#( �3 �+�T ��"
 3��"] v3�	"� !3�"
 3�� �"�! .Q"�� 3! 

�5b�
 �
 ���( &d3 Q��"#Y F"2� Q"
	
 �"0 �3 �I�w ��l�#�! 3�"� &d3 ��#"��� �!�! 
���2�#��0!.&d3 �"
 �!�$�"2� M"5��
 &�3T &�"�
� &��� ���U
 ��50 s� ��#�! �"#0.
Q�����#�����
 ��b�3 !�! |��U( �3 &3��
( &�3T ���(.v3�	� 3��2 �"��O( �! f]��b 

�� �
 F���3! ��s f
� �#0:
B1={s1, s2, s3, s4, s5, y, pr1, pr2, m}  

 

B2={s1, s2, s3, s’4, s’5, y, pr1, pr2, m’}  
 

F��� 3��2 Q�� &d3 �"� �"��O( �! Q�� s� �0 �(�H1I� s� �!�$�2� �� �3 ��#�! F"2!
�
 �
 |�U
 ��s ��!�O
 x��I s� ��T ���	�:

q
s
mm

sx mod
'
'

44
1 −

−
=

q
s
mm

sx mod
'
'

55
2 −

−
=

121 xxk −=

112 kxk −=

��	� 3�I �1W"] �"0 �"�!�l ��"U��I�w ���!�"'
 �
�"	( k2�"� �"0 &d3 ��l�"#�!
 3! ����� >�?�w� F��� 3��2 �(�H1I� ���� �"
 ���w� �2�#� !�"� .Q�����"#��3��"2

v3�	� �
 F��� 3��2 s� ����( y�� �2�#� &d3 3��'
 �� ���#�
 ��#�! ��"� �W2��
 k2

���	� F2��w3! �3.��Q�� ^�(�(�F��� &d3 �
 |�U
 �I�w ��#�! !!�l.

$"."4�7 ��� �����, 

f
(��.»/52«{"2��
 J�"�'
 �"� �"
�����
�� �������� &��� )�! Q��"#Y !��"b 3�/"� 
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